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1. BATAJIBHI ITOJIOKEHH S

IIporpama BetynHoro icnuty 3i crienianbnocti 125 «KibepOesneka Ta 3axuct
IHpOpMALLITy JUIsl [1AOTOBKH 3a HayKOBHM CTyNeHeM JIOKTOp dinocodii ckiagena
BIZITOBIIHO JI0 HOPMATHBHUX BUMOT Lii€l CrieiatbHOCT].

Mema npoeedenns icnumy — Bu3HaueHHS piBHS 3HaHb, yMiHb | HABMYOK
MPETeH/ICHTIB Ta 1X BiAGIp HA KOHKYPCHiH OCHOB.

Teoperruni nuTanHs BCTYNHOrO icnuTy cknanaioThes i3 YOTUPBOX PO3JIIJIIB:

I. Kpunrorpadiuni meroau ta nporokosn

2. besneka KOMIT'IOTEPHUX Mepexk

3. CucTemu TexXHIUHOro 3axucTy iHpopmarii
4. Cucremu ta TexHosorii Kibepbesmneku

Jlonatkose BeTymHe BUIpOOYBaHHS 31 criemiajbHOCTI «Kibepbesneka Ta
3aXMCT IH(OPMALIT» TPOBOJAUTHLCS 3 BUKOPUCTAHHSAM YOTHPLOX TEOPETHUYHHMX
3dBJIaHb, KOXHE 3 sIKHX BUMarae OKpemoi OLiHKH. 3arajbHa OLIHKA BU3HAUYAECTLCS Sk
CyMa OLIHOK 3a BIJNMOBi/b HAa KoxkHe 3aBuamus (3/ + 32 + 33 + 34). 3nanus
abiTypieHTa OLiHIOTLCs Y Oanax. MakcumaibHa CyMapHa KiuibKicTh Oanis — 100,
Makcumaibie 3Ha4YeHHST OLIHKM 3a KOXHE 3 JBOX 3aBJAHD (31, 32, 33 ma 34)
CKJI1aJ1ae, BIANOBIHO, 25 Oanis.

MakcumanbHa ouiHka 3a 3aaanns 1, 2, 3, 4 — 110 25 6ajliB BUCTABISCTHCS
aliTypieHTy, y X011 BIINOBII SKOrO BUSIBJCHO, 10 BiH 3aCBOIB YBECH MIPOrpPaMHHA
marepiaj, JIONYHO, MOCHIJOBHO, IPAMOTHO i OCMHCIEHO HOro BUKJIQJIa€; 3HAE |
po3yMmie CyTh 3aKOHIB, PO3KPHBAE X 3MiCT, MPUUMHHO-HACIAKOBI i (GyHKIIOHATBHI
3B’SI3KM;  BOJIOJIC KATErOpiaJbHAM  anapatoM i MpaBUiIbHO TIYMa4uTh CYyTh
OCHOBHHX BHM3Ha4CHb 3 oOsacrti kibepOesneku; 3Hac Mojeni, METOaM, 3aco0U
3aXMCTY KOMIT'IOTEPHHX CHCTEM, OCHOBHI airOPHTMH KpPHIITOrpadidHOro 3aXUCTy
iHpOpMaLLT, MPUHLKMIK POBOTH KOMI'IOTEPHUX CHCTEM Ta MEPEK; BMI€ POOUTH
BUCHOBKM Ta y3araJbHEHHs; 32 HEOOXIAHOCTI y BI/NOBiAI BUKOpPUCTOBYE rpadiki,
CXEMH, TabJIML, BMi€ iX aHaJTi3yBaTH i MOSCHIOBATH.

Makcumanbha ouinka — 1o 25 Gani 3a 3asnamus (31, 32, 33 Ta 34) ¢
0a30Bot0. 3a MeBHi HEJONIKK, HETOUHOCTI Ta BiACYTHICTH MOBHOT BIAMOBII, sKi
BUSBJICHI Yy BIANOBiJI abiTypieHTta, WoMy 3HIMAcTbCs MeBHA KibKicTh Oanip 3
BUKOPUCTAHHSAM HACTYIHOI LIKAJIN:
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Ouino4H XapaxkTepucTUKa 3MICTOBHHUX HEJIOJIKIB BiANOBII K-c1b
Uit tdp OasniB

Al AOITYpIEHT HE JOTPUMYETLCA JIONYHOT NOCHIAOBHOCTI npH| |
BUKJIa/ll Marepiay

A2 ADITypicHT MOBEPXHEBO aHanizye rpadiku, cxemu, Tabauii 2
A3 AOITypieHT He BMi€ pOOMTH TeOpeTMdHi y3araibHeHHS i 3
BUCHOBKH

A4 ADITYpIEHT HE BUKOPUCTOBYE HeOOXiaHi juist Bianosini rpadikm,| 4
cxeMu, popMyJin

AS AODITYpIEHT 3MIiCTOBHO HEBUPA3HO, HEKOPEKTHO, CYNEpeusnBo| 3
TPAKTYE I GOPMYIIIO€ €KOHOMIYHI 3aKOHH, KATEropii i TeopeTHyHi
OJIOKEHHS

A6 AOITYpI€HT BIANOBiA€ HA 3amUTaHHs Ha piBHI 3arajibHOro| 6
YSBJICHHS 11PO KOro 3MICT

A7 AOGITYpIEHT —TpUIyCcKaeThes IMMiJ  4ac BiANOBIAI MOMHIOK, 7
HETOYHOCTEH, HEBIPHO TPAKTY€ 3MicT  (pyHIaMEHTAIbHUX
EKOHOMIUHMX KaTeropii

A8 AOITYpIEHT BiJIMOBHUBCS Bijl Bi/IMOBI 25

2. TEMM, IO BUHOCSATbHCSI HA BCTYIIHE BUITPOGOBYBAHHS$I

2.1 Kpunrorpadivyui meToau Ta npoToKo.iu

1. Iludppn  nmepecranoBkn Ta  mpocroi  3aminu.  [IpunHimnu
kpunTorpadiunoro saxucry inpopmauii. Kpunroananitnuni ataxu. Ix summ. IHndp
ckutana. Hudpyroui tabnuui. Ilndp mariunux kBaaparis. [udp Kapnano. HInpp
arbaw. [lonibGiancekuit kBagpat. Ilndp Ilesaps. [udp Llesaps 3 ka040BUM
cioBoM. IHudpyroui Tadauui Tpucemyca. Hluppu ckaaanol 3aminu. [lugp
OJITHOPA30BOT0 OJIOKHOTY.

N npp I'poncdennaa. lludp ['poHchenbia 3 KIOUOBUM CIOBOM.
[upp Bixkenepa. Hudp Bixenepa 3 kmodosuMm ciioBom. PotopHi wudpysanbhi
MaliHi. Poropna mudpysainsia Mamiia Enigma. birpamuuii mwudp [neiideiipa.
[Monsifinmii kBanpar VYitcrona. Hludpp uworupbox kajapartis. llnpp ADFGVX.
[lIndp oanopazooro 60kHOTY. Anroput™ DES.

3. Crpykrypa aaroputmy DES. Moro niepesaru ta Heoumiku. Oneparii
anroput™my DES. ®ynkuis mudpysanus anroputmy DES. I'eneparist miakiouis
anropurmy DES. Pexumu poboru anroputmy DES: enekTponHa KoJ0Ba KHHra,



34CIUICHHs OJIOKIB M(PY, 3BOPOTHIN 3B’S30K M0 MHUPPTEKCTY, 3BOPOTHIN 3B’ 30K
o Buxoxy. I'aiysi 3actocyBanHs anroputmy DES,

4. Aaropurmu IDEA Ta T'OCT28147-89. Crpykrypa IropuT™My IDEA.
Horo nepeBark Ta Hejponiku. Onepauii anroputmy IDEA. ['enepatiis mm(movnB
anmroput™y IDEA. 3araibha ctpyktypa amropurmy 1'OCT28147-89. Horo
nepeBaru Ta HeJl0JIKH.

5. YKpaiucbKuii Ta CBITOBMI CTAHJAPTH CHMETPHUYHOIO
mwH@pPyBaHHA. YKPAaiHCBbKUMI CTaHAApPT CUMETPUYHOro mmudpysanus «Kaaunay.
CsitoBuit cranpapt cumerpuunoro mudppysands AES (Rijndeal). CimeiicTBo
aaropurmis RC. RC-nioaioni anropurmu. Anroputmu RC 2, RC 4, RC 5, RC 6.

6. ApupMeTHKA ACHUMETPHUYHMX KpunrtocucremM. OCHOBHI TOHSATTS.
Asroput™  EBKkiiia, HOro HaciiJlok, Mouryk OOCpHEHOrO eJeMEHTa, KUTaicbka
Teopema 1npo ocraui. dyukuis Eiinepa. Teopemu Eiinepa ta ®epma.

7. Kpunrocucrema RSA. Onuc xpunrocucremu RSA. I'enepysanns
nouiB.  [udpyBanus Ta poswmdpysanus. KopekrHicTb, e(eKkTuBHiCTH Ta
HaJIMHICTb KPUIITOCUCTEMH.

8. Kpunrocucrema Pabina. ['eHepyBaHHS KJIIOYIB  KPHUIITOCHCTEMH
Pabina. Illudpysanus ta poswmdpysans B kpunrocuctemi Padina. KopekTHicTs,
ePEKTUBHICTb Ta HAAIHHICTH KPUIITOCHCTEMH.

9. Kpuntocucrema Eab—T'amansn. Kpunrocucrema  Enn-Iamans.
[IndpysanHs Ta poswmdpyBaHHs B kpunrtocucreMi Enb—Iamans. KopekTHicTb,
ePEeKTUBHICTh Ta HAJIUHICTL KPUITTOCUCTEMH.

10. Eaexkrponnuit  wnuppoBuii  mianuc.  [loHATTS  €JE€KTPOHHOIO
undposoro nianucy. Enexrtponnuit undposuit nianuc B cuctemax RSA Tta Enb—
["amans. Anroputm DSA. Cucrema Illnoppa. EQekTHBHICTH, JOCTOBIPHICTL Ta
KOH(MIIEHUIHHICTb MiANUCIB Y PI3HUX AITOPUTMAX.

11.  IludpyBannsa i3 napoaem. llludpyBaHus i3 napojem. AnaparHi
npuctpoi 30epexenHst kimouiB. Kpunrtorpagiuui akceneparopu. biomerpuuna
IIeHTU(iKaLLis.

12. Houstra xem-QpyHkuii. 3acrocyBanus xew-QpyHkuin. Buznauenus
GyHKIIT XeuyBaHHsI Ta BUMOTH J10 Hel. AnroputM dyHkiil xeutysanus no 'OCT P
34.11-94. Ananiz ajiroputMy Ta 0ocoOJMBOCTEH HOro nporpamHoi peanizaiii. I'eu-
(GyHKIT Ha OCHOBI JIeHHSI. MysbTUILIIKATUBHA CXeMa reulyBaHHs. | enryBaHHs
psakiB - 3MiHHOT  JoBkuHM.  Kpunrorpadiuni  xeur-dyHkuii. ['eomerpuune
retryBaHHs. [I[puckopeHHs MnoiyKy J1aHuXx.

13.  Xew-¢pyuxkuii TtHny MD Ta SHA. YkpaiHcbKu#il cTaHaapT
xemwyBaHHs. Xeul-pyHkiis MD (MD-2, MD-4, MD-5). CimelcTBO xel-QpyHKIIii
SHA (SHA-1, SHA-2, SHA-3, SHA-256). YKpaiHCbKMH CTaHJIApPT XEellyBaHHs
JACTY 7564:2014 «Kynunay.

14.  T'enepauniss EIIIl na ocnoBi xem-pynkuiii. [lpoueaypa BupodieHHs
Ta nepesipku ejnexkrponHoro nianucy no JACTY 4145-2002. I'enepalttisi 3arajbHUX
napamerTpiB, CEKPETHOro Ta BUIKPUTOro kimouiB. OcCOOJIMBOCTI  MPOrpaMHOl
peanizaiii npouenypu. Ainroputm DSA.

15.  Tlonsarrsa eaintuyHoi kKpunrorpadii. Peanizauis mudpyBanusa Ha
eJiNTHYHUX KPUBHX. EJIINTUYHI KPUBI HaJl KIHIEBUMH TOJSIMU. EJIiNTHUHI KpUBI

5



Hal MojisiMK . HenapHoi xapakrepuctuku. Teopema Xacce. Enintuuni kpusi Haj
HOMAMU XapakTepucTuku 2. Tlpoektusui koopaunatu. Ilsuaka penykiis (NIST-
kpuBi). Enintuuni kpusi, pekomennosani NIST., Posmip kioua.

16.  ELII Ha ocHoBi exinTHunux kpuBux. OcobiMBOCT ELIIT na ocHoBi
CANTHYHMX KpuBKX. Bubip napamerpis. I'enepysanms kiodis ECDSA. [lepeBaru
ECDSA nepen DSA. Ipaktuuna peanizauisi.

I7. Kpunrorpagiyni  nporokosn. BusHauenus  kpunrorpadiqoro
nporokoiy. Ilepesik Bumor 10 kpunrorpadidyHoro nportokosiy. AHajiz arak Ha
Kpunrorpadidni MpoTOKOIM. BUKOPHCTAHHS CHMMETPMUHOIO Ta HECHMETPHYHOIO
WU(PYBAHHS B KPUITOrPAGidHKUX IPOTOKOIIAX.

18.  TIpukaaan Cy4acHUX KOMN'IOTEPHUX KpUOTOrpadiuHuUX CHCTeM.
XapakrepucTukn 1potokosy SSL kommnanii Netscape Communication Corporation
JUls 3aXUCTy iH(OpMaliiHoro oOmiHy B cepenosuiii Intepuer. lepapxis kmrouis,
OJIOK-CXeMa  PO3CHIIKM  KIIOUIB abOHEHTaM Mepeski, OJoK-cxema 3abesneucHHs
LU(POBOro MiINNCY AaHUX B MEPEKI.

19. Enementn creranorpadii. Komm'iorepra creranorpadis. Metosm
BKIaJeHHs iHpopmauii y dailin mynstumestia. Metoau npuxosysanus indopmarrii
B 300pakeHHAX. MeToin NpuXxoByBaHHs iHdopmallii B ay1io curHaiax.

20.  KsantoBa kpunrtorpagis. Ilousarrs KkBaHTOBOT Kpunrorpadii.
KBanrouit posnoin wmouis. Crnocobu Tta mpuerpoi remepauii Ta nepeaadi
OZMHOYHUX (oTOHIB. Da3oBe Ta yacose KojyBaHHs. OCHOBHI HANPAMKH PO3BUTKY
Ta npodsemu KBaHTOBOI kpuntorpadii. [lopiBHsbHMI aHanis  npoTOKOJIB
KBAHTOBOI KpuITorpadir.

Pexomenoosana nimepamypa

I. Jlicosenka 1O. KiGepOesneka. Pusuku ta 3axonu. - K.: Konop, 2019. - 272

2. Kacsnuyk M. Jlockonana Qopma CHCTEMM 3aJIMILIKOBMX KIJIACIB: METOJIH
modyoBu Ta 3actocyBanHs (Mownorpadis) / M.Kacsnuyk. — Tepromins: THEY,
2019.-224 c.

3. Tapnascbkuit  FO.A. Texnonorii 3axucry inpopmauii  [Enexrponnuit
pecype]: minpydynuk. — K.: KIII im. Irops Cikopebkoro, 2018. — 162 ¢. Pesxum
pocryny Jio pecypey: https://ela.kpi.ua/bitstream/123456789/23896/1/TZ1 book.pdf

4. Indopmartiiina Oesneka: HaBuaibHuii nocibuuk/ 1O. 5. Bobano, 1. B.
l'opbaruit, M. JI. Kicennunuk, A. T1. Bonjapes ta inmi; 3a 3ar. pej. j-pa TexH.
Hayk, mpo¢. 0. f. bobGana ta n-pa texs. mHayk, gou. I.B. I'opbaroro. JIbBiB :
BugaBuuurso JIbBiBebKkOT nositexniku, 2019. 580 c.

5. Kpunrroananis. Kpunrorpadiuni nporokosnu. Hapuanbuuii nocionux/ O.M.
["anak. Yyropoa: Ykropojcbkuii HatioHaibHuil yuisepeurer, 2021. 93 c.



2.2 be3neka KomMI'lOTEPHUX Mepex

I. Inenrudikanis, ayrentudikaiis i apropusaiis KOMIT'IOTEPHUX MEPErKax

2. Tpiana «koH}iACHUIHHICTH, J0CTYTHICTD, HiNICHICTHY

3. Tunw i npukmazm arax Ha komm'torepui Mepexi. [lacushi i akTHBHI atakn

4. Bizxmosa B 00CIyroByBaHHi.

5. AnminictparuBHuii piBens. [osituka Gesnexn. 3aco6u Oesneku
IPOLIELypPHOTO PiBHS.

6. Texnouorii aBreHTHhIKALIT.

7. ®akropu aBreHTHiKail 0 MHN. ABTeHTH(IKALS HA OCHOBI 1apoJIiB.
ABTEHTH(IKAILisA HA OCHOBI ArAPATHAX aBTEHTH(IKATOP.

8. Aprentudikanis inpopmaii. Enexrponuuii minmuc. ABTeHTUIKaLS Ha
OCHOBI IU(DPOBUX cepTHDIKATIB.

9. TexHonorii ynpasiinns 10cTynom i asropusattii. ®opMu mojans
00MEkKEeHb JOCTYITY.

10. Cucremn ayrentudikanii i ynpasainns joctynom onepauifHux
CUCTEM.

[T, Asrenrudikauis B OC cimeiicrsa Unix. ITporokon SSH.

12, Texnonorii OGesneku Ha ocHOBI inbTpanii | MOHITOPUHTY Tpadiky.
Bum dinbrpanii Tpadiky.

13, ®aepponu. yHKIOHAIBHE NPU3HAYCHHS Opanamayepa. Tunu
(daepBoiB.

14, Ilpokci-ceppepu. DyHkIii npokci-ceppepa.

I5. Tunosi apxiTekTypu Mepex, 110 3aXUalThes GacpBoIOM.

6. Mouitopunr tpadiky. AHani3aTOpH NPOTOKONIB.

I7. Cucremu BUSIBICHHS BTOPIHEHb.

I8. ApxiTekTypa Mepexi 3 3aXMCTOM MepuMeTpa i MoiioM BHYTPINIHIX
30H. AyJIUT 11OJ1iH O€31EeKH.

19. Atakn wa TtpamcnoprtHy iHQpacTpykTypy Mmepexi. TCP-artaxm.
3aromsienns SYN-nakeramu. [Tiagpodka TCP-cermenTa.

20. Mepexea possiaka. 3aBiaHHs | pi3HOBUIM MepEKeBOT PO3BIJIKH.
CkanyBanHs mepeski. CkaHyBaHHs OpTiB.

Pexomenoosana nimepamypa

I. Jason Callaway. COMPUTER NETWORKING: 2 BOOKS IN | — All
You Need to Know to Become a Networking Engineer from Scratch (Wireless
Technologies, Network System, IP subnetting, Cybersecurity, and much more) -
(October &, 2021), 181 pages.

2. Scott Jernigan, Mike Meyers. CompTIA Network+ Certification All-in-
One Exam Guide, Eighth Edition (Exam N10-008) 8th Edition - (March 28, 2022),
976 pages.



3. Russell Scott. Computer Networking: This Book Includes: Computer
Networking for Beginners and Beginners Guide (All in One) - (December 28, 2019),
359 pages.

4. Ramon Nastase. Computer Networking for Beginners: Your Guide for
Mastering Computer Networking, Cisco 10S and the OSI Model (Computer
Networking Series) Paperback — February 1, 2018, 188 pages.

5. Larry L. Peterson, Bruce S. Davie. Computer Networks: A Systems

Approach (The Morgan Kaufmann Series in Networking) 6th Edition- (March 29,
2021), 848 pages.

2.3 CucTeMM TexXHIYHOTO 3axucTy ingopmanii

1. Buau Ta Hocii inpopmauii, mo nigasirarors 3axuery. Kiacnbikauis
jukepent iHpopmanii. Buau nocii iHdopmanii: smoau, J10KyMeHTH, NPOyKLis,
BUMIPIOBAIILHI JIATYMKM, IHTENEKTyalbHi 3ac00M 00poOKM iHpopMaLil, depHeTKH i
BIIXO/IM BUPOOHHMITBA, MaTepiann i TexHonoriune odnaananus. CyTHiCTh 3arucy i
3HIMaHHS iHGOpMalliT 3 HOCs.

2. Hebesnmeuni curmaau Ta ix qkepena. JDkepena curnanis. Jikeperna
(GYHKIIOHANBLHUX CHIHANIIB: TepejiaBadi pajiio- i pajioTeXHiuHUX 3ac00iB | cHCTEM,
NIA3ePHI CHCTEMH 3B'SI3KY, BUIPOMIHIOBAYI akyCTHYHMX CHIHAIB IiipONOKATOPIB i
3aC00IB  MIJBOAHOTO  3B'AI3KY, YMOBHI curuanu. [loGiuni Ta  mapasuTHi
€JIEKTPOMArHiTHI BUIIPOMIHIOBAHHS Ta HABEICHHSI.

3. Texuiuni po3siaku, iX MoKIMBOCTI Ta 3acTocyBanus. Po3BiiyBajibha
aisibhicTh,  Texuiuna possigka. OCHOBHI NpUHLUMOM  opraHizauii # BeAeHHS
TEXHIYHOT po3Bifku. Kiacudikaiis iHo3eMHOT TexHiuHOT po3Bigku. MosKIHBOCTI
BUJIIB TEXHIYHOT po3BiKHU. ITpoTH/Is TeXHIYHUM 3ac00aM PO3BIKH.

4. 3acoOu BigeocnocTepeskeHHs: TAa  MOKEKHOI  CHrHAJ3aWii, ix
XapakrepucTuku. CHCTeMM  OXOPOHH  TepuTOpid. Ix  kinacudikamis Ta
Xapakrepuctuku.  Cucremu  curnaiizauii. KomOinoBani cucreMu  oXopoHu
TEPUTOPIK. CHCTEMM BIJIKDUTOrO 1 MPUXOBAHOTO BiJAeOCHOCTEPEkKEHHS. 3aco0u

5. Pajio- Ta esekTpoTexHiuHi KaHa/M BUTOKY ingopmauii. disuuni
OCHOBH pajiio- Ta eNEeKTPOTEXHIYHMX KanaimiB. CTpykTypa Ta Kiacuikalis
pajtiokaHanis BUTOKY iHpopmauii. Pagiomonitopunr. Kanamu mnepexoruieHHs
(3HsITTs)) iHQOpMAaNii 3 kawaniB 3B’s13Ky. PajioenexTponHi KaHaiM BHUTOKY
iH(opmartii.

6. AKycTu4Hi Ta BiGPOAKYCTHYHI KaHAAM BUTOKY indopmanii. Oiznuni
OCHOBM aKyCTMKH Ta BIOpOAKyCTHKM. AKYCTHUYHI KaHald BMTOKY iHbopMallii.
CepezioBulile  NOWMPEHHs AKyCTHUHUX CHrHAMIB. [LIIsIXM BHTOKY aKyCTHUHOT
iHpopmattii. OcodnMBOCTI BIOPOAKYCTHYHMX KaHAJiB. AKYCTOCNEKTPUYHI KaHAJIH.
Onruko-enexkTpoHHuit kanain. [lapamerpuuni kanann. OOKagHAHHS KiMHATH JUIs
[IEPErOBOPIB.

7. EfekTpuyni Kanaiu BUTOKY iHpopmauii. Disuuni 0CHOBU eleKTPHYHUX
kaHauiB BUTOKY iHdopwmarii. Kanan moGiunux enekTpoMarHiTHUX BUITPOMIHIOBAHE
OT3C. Kanan noGiunux enexrtpoMardithux BunpominioBans JIT3C. Kanan
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“napasuTHoi” MojyJsuil curnanis BY reweparopis. Kanan “napasuthoi” BY
reHepauii miacuaopauiB. Kanai 1oGiuHUX €JeKTPOMArHiTHUX HABEJICHb HA JIiHii
cnekTpokuBieHHs  (3azemiiends) OT3C. Kanan nobiunux —elekTpoMarHiTHUX
HaBeleHb Ha komyHikauii JIT3C. Kanan BU nas’si3yBanust (st 3HATTsS iHpOpMALLii,
1o 06podasierses B OT3C).

8. BisyaiabHO-oNTHYHI Ta MaTepiaibHO-NPEAMETHI KaHANM BHTOKY.
Qi31YHI OCHOBM ONTHYHMX KaHANiB BUTOKY iH(hopmawii. TeXHiuHi KaHaIM BUTOKY
BUJI0BOT IH(poOpMmarii. 3arposu BUTOKY BMI0BOI iHhopmaliii. Crnocodn oTpuMaHHs
BUJI0BOT  iH(opmalii. Crioco0u MpUXOBAHOrO  BiJICOCNOCTEPEKEHHST | 3HOMKH
MarepiaibHO-peHOBMHHI  KaHaM BUTOKY iH(opmaiii. Crnocobu rapaHtoBaHOro
3HULICHHS Ta 100yBaHHs iH(OpMAaIlii 3 MarHiTHUX HOCIIB.

9. 3akaaani npucrpoi. Kananu Butoky indopmailii Ha OCHOBI 3akiamHux
npuctpoiB. CyTHiCTh Ta Kiacudikallis 3ac00iB HECAHKILIOHOBAHOIO MEPeXOIIeHHS
iHopmartii  (3aKkaajHUX TpUCTPOiB). Pajiosaknaani npucrpoi. Pagiosakmasmi
MPUCTPOT 3 TEPEBUIIPOMIHIOBAHHSAM. 3arajibHi XapakTepUCTHKU Ta OCOOJMBOCTI
JICSIKMX THIIB 3aKJIaJHAX NPUCTPOIB. 3aKia/iHi MPUCTPOI THIY «I0Bre BYXO» abo
3aKJIa/IKa «31 ITYYHO MiAHATON TPYOKOI». MepeskeBi 3akianni npucTpoi. 3axoau
3aXMCTy 1HGOpPMALIT BiJl BMTOKY KaHaJaMM Ha OCHOBI 3aKIaJHUX [PUCTPOIB.
Meroan  BusiBIIEHHs 3aKJIaHUX MPUCTPOTB. JleMacKyroui O3HAKK  3aKIajHHUX
[IPUCTPOIB.

10. Texuiuni 3aco0M NAaCHMBHOrO Ta AaKTHUBHOIO 3aXHCTY MOBHOI
inpopmaunii. CnexTp MoBHOro curnaiy. Croekrpu ImymiB. 3amiyMjeHHs MOBHOTO
carHany. lleperBopenHs crnexkTpa MOBHOIO CUrHaiy (CKpemOJIIOBAHHS CUTHAJIB).
[TacuBni 3aco0u 3axucty. OprasizauiiiHi ta pexuMHi 3ax0jM. AKTHBHI 3aco0u
3axucTy. CTBOpEHHs Mackytouu Ta BiOpauiiinux neperikos. Jliniiine 3aurymieHHs
JNIHIN eNeKTPOKHBIICHHS.

11. 3acrocyBannsi MoOiILHUX NPUCTPOIB ISl NepexonJeHHs ingopmauii
Ta 3aco0m ix 3axucry. Ciiaj MOOUIBHUX NpUCTPOiB. TlijcayXoByiodi npucTpoi 3
MOOUIbHUM 3B's3k0M. GSM MiJICAyXOBYIOUHI MPUCTPI HAa OCHOBI MOOLILHOIO
Tesnieona. MeToin npoTHIT MMiICYXOBYIOUUM HPUCTPOSM 3 MOOIIEHUM 3B’ SI3KOM.

12. Ilpuaywenns pagiokanadiB BUTOKY iHpopmauii. CTpykTypHa cxema
paniomikpodona (PM). Cxemorextiuna peaiizanis anagorosux PM (100-108 MI 1,
433 MI'n) i undposux PM (2.4 I'Tn). Ilpuniunu BUsIBJCHHS HaMiBIPOBI IHKKOBHUX
eaemenTiB. Heuniniiini  pajionokaropu. Meranomykadi. Knacugikaiis 3aco0is
BUSIBJICHHSI BUIIDOMIHIOBAHb 3aKJIAJHUX [PHUCTPOIB. Arnaparypa paiioKOHTPOJIO.
Herekropu  3Y.  Anapatypa  npujywieHHs  pajiokaHaiiB.  ['enepartopm
3arOPOJKYBaJIbHUX 1 NPULIIBHUX —[EPenikoja. 3aco0W  MopylleHHs podoTH
3aKJIaIHUX [IPUCTPOIB. PylHHyBaHHS 3aK1aIHUX TPUCTPOTB..

13. 3acobu 3anobiranust BUTOKY iHpopmauii yepe3 noGiuHi Ta mapasuTHi
€JIEKTPOMArHiTHI BUIIPOMIHIOBAHHSA Ta HaBeaeHHsi. Mojeni pearyBaHHsi Ha
iHUMAEHTH.

[TapasuTni nepersopents. [lapasuthi 3B's3ky. JIaHIIOrH BUTOKY iH(OpMALiT.
OOMexkeHHs MaJluX aMIUNTYJl. OJHOCIPSIMOBAHa Tepejaya CHUrHaIiB. 3aco0u
CKpaHyBaHHS CJIEKTPOMArHITHUX MOJiB. Mojeli pearyBaHHs Ha iHLIMAEHTH Ta iX

00po0ka.






Pexkomenoosana nimepamypa

1. IBanuenko C.O., I'aspunenxo O.B., Jluncbkuii O.A., llleBuos A.C.
TexuiuHi kananm BUTOKY iHpopmaLii. [Topsij1ox ¢TBOPEHHSI KOMIUIEKCIB TEXHIUHOrO
3axucty indopmaii. HaBuanbuuit nociouuk. — K.: [C331 HTYY «KTI1I», 2016. —
104 c.

2. [inbkeBnu 1.A., Jlo6anunkoBsa H.M.,. Monogeupka K.B.3axucr
iHopMaLii B aBTOMATU30BAHKX CHCTEMAX yIpaBiinus: nocionuk. — Xuromup:
Bua-o KV im. I. ®panka, 2015. — 226 c.

3. bypsuok B.JI., Tonybko B.B., Xopowko B. O., Tomona C.B.
[Hpopmauiiina i kibepOesnexa: comioTexniunmii achexr: [Tlinpyunuk. — K.: VT,
2015.-288 c.

4. Tomona C.B., Jlpyxunin B.A., Bypsuok B.JI., Hakoneunnii B.C.,,
Jlazapenko C.B. Esnexrpomarepiamu. [TacuBHi ejeMeHTH 3ac06iB paaio3B’s3Kky Ta
3axucTy iHdopmauii. Hapuansuuii nocionuk. — K.: JIVT, 2015. — 193 ¢

5. bypsiwok  B.JL, T'ynak I'M., Tomy6ko B.b. Indopmarniiinuii  Ta

KIOEpIpoCcTOpu: MpobiieMu Ge3neKn, MeTOAM Ta 3aC00H ooporsOu: Iinpyunuk. — K
HAYT, 2015. - 449 c.

2.4 Cuctemu T2 TeXHOIOTIT Kibep6esnexu

1. Llentp moniTopunry ta ynpasiinns 6esnexoio (SOC).

2. Enementu ueHTpy MOHITOPUHIY Ta ynpasminns 6e3nekoi. SOC

3. Jhoam B SOC. Ipouec B SOC. Texnonorii B SOC

4. Kopnoparusuuit SOC i nocsyru 3 ynpasiinms iHpOpMaLiHHOIO
0e31eKoro.

5. 3axucr i aHani3 KiHIEBUX NPUCTPOIB. 3arpo3u Juist KiHIEeBUX
IPUCTPOIB. besneka KiHIEBUX NMPUCTPOIB.

6. 3axwmcr B wikignusoro 13 na pisHi xocTa.

7. Baxuer Bin wkignnsoro 113 Ha pisni Mepesi.

8. MixmepexeBi ekpaHu Ha piBHI XocTa. BusiBieHHs BTOPIHEHb Ha
ocHoBl xocTta. dyukuionysanus HIDS.

9. losepxHi Bpa3nusi 10 atak. MOpMyBaHHS YOPHOTO i GIIOr0 CITUCKIB
J0JaTKIB

10.  BusiBienns anomaniit mepesxi. [lepesipka mepexi na YPa3JrBOCTI.

1. Barambna cucrema ouinku Bpasnusocreit (Common Vulnerability
Scoring System, CVSS).

12, baza Bpasnusocreii CVE.

13. Crannapr Gesneku ranux inaycTpii maTixuux kaprt (PCI DSS).

4. Cucremu ynpapiinus 6esnexoro. Yrpasiinus pU3HUKAMH.

15. Kontposs Bpasiansocrei. Ynpasiinms pecypcamu.

16.  KopriopatusHe ynpasiiHHs BUTPABICHHSMH.

[7. Metoam ynpasiiHHs BUIIPABICHHSIMH.

I8. Mouitopunr Oesneku. Syslog i NTP, DNS



19. Texnonorii nepersopents Mepexesux ajipec (NAT) i nepersopenns
anpec nopris (PAT)

20. ludpysannst, inkancyusis i TYHEJUIIOBAHHS.

21. Onnopanrosi mepesxi ta Tor.

22, IHCTPYMEHT MOHITOPMHTY KOMAHJIHOIO psnka tepdump, NetFlow.

23. MOHITOPUHT | KOHTPOIL pPOGOTH JOMATKIB. Kypnanu dinsrpanii
BMICTY.

24, IDS Tta IPS HOBOro nokosiHms.

25, Jlkepena janux npo Gesneky. [Tosue NEPEXOIICHHS TTAKETIB.
KypHanu xocra. CucteMHuit sxypHa. Kypnanu cepsepis.

26. Amnani3 1aHUX BTOPrHEHb. Security Onion. [HCTpYMEHTH BUSBICHHS
AJist 300py JaHUX MOMNEPEKEHb.

27.  JlerepminoBanuii ananis i iMoBipricHuii ananis. CKOpOYeHHS JIaHuX.
Hopmanisarist nanmx.

28.  Pobora B Sguil. O6pobka noziii B Sguil.

29. Ilpouec undposoi TexHiunoi ekcrieprusu. Tunm 1okasis. [Topsiiox
300py J10Ka3iB.

30. OGuik 30epirantst peqosux joxasis. LlinicHicTs | 30€pEIKEHHS JTaHUX.
ATtpuOyTH arak.

31. Pearysanns Ha iHumgenTH i ix o6po6ika.

32. PossinyBasnbha araka. CTBOpeHHSs 30poi. JlocTaBka 36poi.

33. 3acTocyBaHHS €KCIIONTIB.

34. PomGoBuHa Mozesb i nanior kiGepBOUBCTBA.

35. Komn'totepHi rpynu pearyBatHs Ha Ha3BHYAiiHi curyauii (CERT)

36. KurreBuit uuki pearypannst Ha innmuenti NIST.

37. Eranu BUSBICHHS Ta aHali3y HIHICHTIB.

38. CTpuMyBaHHS, yCYHEHHS Ta BiHOBJICHHS.

39. Jlii nicns inmuupenty. 36ip i 36epiranns nanux PO THIKJICHT

40. Bumoru j10 3BiTHOCTI Ta 00MiH iHdopmarticio.
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