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I . 3A fAJIbH I IIOJIO}ITE HH'I

flporpaua BcrynHoro icnury :i cneqialruocri 125 <Ki6ep6e:nexa ra 3axr4cr
iu0opuaqib> anq ni4roronxu 3a HayKoBHM cryreHeM AoKrop QinocoQii cxra4eua
giAnogiAuo no HopMarr.rBHr,rx Br4Mor uiei cneuianrnocri.

Mema npoeedeuun icnumy - Bl43HarreHHfl pinHr 3HaHb, yrvrinr i uasaqox
npereHAenris ra ix eia6ip Ha KoHr{ypcnift ocHosi.

Teoperuvni uuraun, BcrynHoro icnary cKJraAarorrcq is r{orr.rpbox pos4inia:
1. KpnurorpaQiuni MeroAa ra nporoKonlr
2. Besnera rcovfl'rorepHux Mepex
3. Czcreuu rexuiquoro 3axr4cry inQopvraqii
4. Czcreuu ra rexHoJrorii xi6ep6esueKu

{o4arr<one BCryrHe nranpo6yaaHHfl si cneqialruocri <Ki6ep6e3ne6a -ta
3axl'Icr in$opuaqii> flpoBoAHTbcq 3 BHKopr4craHHrM rrorr4pbox reopeTgqHnx
3aBAaHb, KoxHe 3 f,Kt4x BI4Marae orcpervroi oqiHxu. 3aralsna orlinxa Br43Haqaerbc, flK
cyMa oqiuox ea sirnoei4r ua KoxHe san4auHr (31 + 32 + 33 + 34). 3nauns
a6irypienra ouiHtolorbc.q y 6uax. MaxcnvarrbHa cyMapHa xilrxicrr 6anis - 100.
MaxcnualbHe 3HaqeHH, orrinxn 3a KoxHe 3 ABox 3aBAaHb (31,32,33 ma 34)
cKJraAae, eiAnosiAH o, 25 6anis.

Maxcuvalr'ua oqinKa 3a 3aBAaHHfl 1,2,3,4 - no 25 6afis B1eraBilflerbcfl
a6irypieurY, Y xoli eilnoeiai flKoro Br.r-,rBreHo, u1o eiu sacsois yBecb nporpalanrzfi
uarepial, loriuuo, nocli4onuo, rpaMorHo i ocuucleuo fioro BHKnaAae; suae i
posyrraie cyrb 3aKouin, po:xpl4Ba€ ix suicr, rpnquHHo-uacniAxoei i QyuxqioHzurrui
3n'lsrz; soJroAie xareropianbHu M a[aparoM i npannrsHo rryMaqurb cyrb
ocHOBHI4x Bt43HaqeHb s o6racri xi6ep6e3neKlr; 3Ha€ uo4eli, MeroAt4, saco6u
3axHcry xovn'totepHHx cucreM, ocHosui aJrropaTMr4 Kpr4nrorpaQivuoro 3axr4cry
inQopuaqii, rpaHrlarz po6orra rcouu'rorepHr4x cHCreM ra Mepex; nl,rie po1uru
BpIcHoBKl4 ra y3aranbHeHHr; sa Heo6xi4nocri y si4nonigi nuxopr4croBy€ rpa$ixn,
cxeMu, ra6lrzqi, sNaie ix aHalisynarz i no_scHroBarr4.

MaxculaarrbHa ouiuxa - to 25 6anis 3a 3aBAaHH.s (31, 32, 33 ra 34) €

6agosorc. 3a nesHi ueAolit<tt, HeroqHocri ra ai4cyrnicrr, noBHoi silnoei4i, rxi
slassreHi y ai4noni4i a6irypieHra, fiorray :uivaerucs rreBHa xiluxicrr 6anis 3

Br4Kopr4craHH{M H acryn Hoi urxalu :



Oqiuovu
ufi rura$p

XapaxrepHcrvKa :vicronunx ue4olixie sianosili K-crr
6anis

A1 46irypier-rr He AorprrMy€rbcr rori.ruoi nocri4onnocri rpr4
er,rxraAi vrarepiany

I

A2 A6irypieHT [oBepxHeBo aHarisye rpa@ir<u, cxeMlr, ra6naui 2

A3 A6irypienr He sN,rie po6urw reoperuuui y3aranbHeHHfl i
BI,ICHOBKI4

J

A4 A6irypieHr He Br4Kopt4croBye ueo6xi4ni Ars sitnoeili rpaQircz
cxeMH, Soplaynu

4

A5 A6irypienr sMicroeHo HeBr4pa3Ho, HeKopeKTHo, cynepeqnr4Bo
rpaKrye i Qopruryrroe eKoHorvriqui 3aKoHr4, xareropii i reoperrauui
floIoxeHHq

5

A6 A6irypienr ni4noni4ae Ha 3arrr4raHH, Ha pinHi 3ararbHofo
yflBneHH, npo fioro sNaicr

6

A7 qac BIAI0BIAl rloMHJrOK.

:uicr 0yraa*eHTaJrr,Hr.rx

,4.6irypieur rplrrycKa€rbc, nia
Herounocreft, neeipno rpaKrye
exouoviqnzx xareropifi

7

A8 4,6irypieur riguonuncs eiA eianosi4i 25

2. TEMI,I, UIO BI4HOCflTbCfl HA BCTyIHE BI,IIPOEOByBAHHq

2.1 KpunrorpaQiuHi merogu ra rrporoKoJrlt

l. IIIuQpu repecraHoBKr.r ra upocroi saruisu. flpraHqrann
Kpl4rlrorpaQiunoro 3axucry iH$opnaqii. KpranroaHariru.rHi ararra. i'x sraAra. IIIrQp
cKLIriLIIa. [Iz$pyro.Ii ra6rraqi. lUra$p variqnzx r<ea4parie. tllr$p KaplaHo. tllrQp
arlaru. Iloni6iancsxnfi I(BaApar. lllrQp I-[esapr. llIr$p l-[mapr 3 KJrroqoBr4M
crIoBoM. llfta$pyrovi ra6nraqi Tpacenayca. lllraQpra crla4uoi :auiun. tUrQp
oAHopa3o soro 6roxHory.

2. [IuQp fpoHcSerlbAa. III*$p fponc$enr4a 3 KmoqoBuM cnoBoM.
IIIr$p BiNeHepa. tllrQp BiNeuepa 3 KrloqoBr,rM crroBorra. Poropui urHspyearrui
MaruI4HI4. Poropna ruz$pynanbHa Marrruna Enigma. Birpanrunil urz$p flneftSefipa.
Iloaeifiuufi KBaApar Vircrona. tllrQp qorupbox rcna4parin. lllr$p ADFGVX.
tllu$p oAHopa3oeoro 6rorcHory. Arroprzrv ?ES.3. Crpyrcrypa aJrroprlTMy DES. I4oro nepeBaru ra HeAonixu. Onepaqii
ilnropnrMy DES. <Dyuxqir uruQpyeaHHr arrropnrMy DES. I-eueparlis niAxnroqie
anropurMy DES. PeNnun po6oua anropnrMy DES: eneKrpoHHa KoAoBa KHUra,



3r{erneHHs 6noxis urn$py, ssopornifi 3g'q3ox no urz$preKcry, :nopornifi 38'q3oK
rro Br4xoAy. fzury:i 3acrocyBaHHr arropr4rMy DES.

4. Arropurnar.r IDEA ra I-OCT28L47-89. Crpyxrypa anroprrl,ry IDEA.
fro.o repeBaru ,a ,elorixu. Onepaqii ilrrroprrrMy tOea. ieuepaqir ni4rcrrcvin
anropxrMy IDEA. 3araltua crpyr(rypa anropurMy |OCT28147-89. froro
rrepeBaru ra ue4olixu.

5. YrcpaiHcumnfi Ta cnirosrfi craHAaprr{ cr{Merpr{qHoro
uluQpyeaHHfl. Vrpaincrrcnfi craHAapr cr4MerpurrHoro uruQpyaauux <<Karuua>.
CsirosHfi craHAapr cuMerpr4rrHoro urn$pyeanux AES (Rijndeal). Cinaeficrno
aJrropr{TMin RC. RC-noai6Hi alropvrruu. Alropr4rMt4 RC 2, RC 4, RC 5, RC 6.

6. ApuQnaerl{Ka acl{Merp[rrHHx Kpr{rrrocr{creM. Ocnonni rroHrrrfl.
Alropuru Enxli4a, fioro uacriAorc, florrryK o6epHeuoro eJ]eMeHra, xvtraftcrxa
reopeMa rpo ocrar{i. Oynxqir Effnepa. Teopevra Efinepa ra @epn,ra.

7. KpunroclrcreMa RSA. Onac Kpunrocr4creMr4 RSA. feuepyeanur
xruo.Iis. lUraSpynanHr ra po:rura$pyBaHHr. KopexrHicrs, eSer<rranuicrs ra
naAifi ui crb Kpr,rnrocucreM14.

8. KpunroclrcreMa Pa6iHa. fenepyaanru rrrcqis Kpr4nrocr4creMr4
Pa6ina. lllraSpyeaHH, ra po3txr4SpyaauHr B r(punrocucreui Pa6ina. Kopexruicrt,
eSexrunuicrt ra ua4ifrnicrb Kpr4nrocr4creMr4.

9. KpunroctlcreMa E,rs-['anrarq. KpalrocNcreMa Enr,-faua,rs.
IIIuQpynaHHfl ra po:ruzQpyBaHHs B Kprnrocncrevi Err-falaarq. Kopexruicru,
eQercrannicrr ra naeifi nicrb KpnnrocucreMr4.

10. ErercrpoHHufi unQponufi niAnuc. floHsrrq eneKrpoHHoro
qraSponoro niAuncy. Enexrpounrail quQponnft niAnac B cacreMax RSA ra Elr-
fauars. Anropzrna DSA. Cucrerraa llluoppa. E$exrrannicru, 4ocronipnicru ra
r<oHQi4enrlifi Hi crs niAnra c i n y pi:u vx anropr.rrMax.

I l. IIInQpynaHHfl is naporreM. IIIn$pyBaHH.,r is naponeM. AnaparHi
npr.rcrpoi :6epeNenux xrroqis.
i4eurnQixauiq.

Kpr.rnrorpa$iuui aKceneparopr4. Bioverprauna

12. floHqrrs xeur-Qynxuii. 3acrocynaHHfl xeur-Qynxuifi. Bu:Ha.{eHHs

SyHxrlii xerxyBaHHfl ra Br,rMorH Ao uei. Anropr4rM $yHxqii xeuyBaHHq no IOCT P

34.11-94. Auatris anropurMy ra oco6rusocreri fforo rporpausoi peali:aqii. feur-
Qynxqii Ha ocHoBi Ainenns. MynurunrixarusHa cxeMa rerxyBaHHr. l-eurynauur
pr4xin :uiuHoi AoBxt4 Hr4. Kpr.rnrorpa$iuui xeur-@yuxr1ii. feouerpavHe
rerxyBaHHr. flpacrcopeHHf, notuyKy AaHHx.

13. Xeru-Qyumqii rr.rry MD ra SHA. YmpaiHcsxnfi craHAapr
xeruyBaHHs. Xeur-Synxl(ix MD (MD-2, MD-4, MD-5). CiMeficrso xeur-Qynxuifi
SHA (SHA-I, SHA-2, SHA-3, SHA-256). YrpaiHcrxrafi craHAapr xerxyBaHHn

ACTY 7 564:201 4 <Kynana>.
14. Ieuepaqin EIJII Ha ocuoBi xeru-SyHrcqifi. flpoqe4ypa erapo6reHHq

ra nepeaipKr.r eneKrpoHHoro nignr.rcy no ICTV 4145-2002. fenepauis saranbHr4x

napauerpin, ceKperHoro ra nigxparoro rcruoqie. Oco6nrasocri nporpauHoi
peanisauii npoqe4ypa. AnropzrM DSA.

15. floHsrrq erinrnqHol rcpunrorpaQil. Pearisauin muQpyBaHHq Ha

erinruqHlrx KprrBrrx. ErinrluHi xpr,rai naA r<inueBr.rMn rroJrflMr,r. Elinrnqui xpuni
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Ha ocHoBi

flepenaru

IEner<rpouumir
162 c. PeNHv

Aocryny Ao pecypcy: https://ela.kpi.ualbitstream/123456789123896111T21_book.pdf
4. In0opvraqifiua 6e:nerca: Has.{anrFrzfi noci6nux I IO. fl. Eo6alo, I. B.

fop6arnfi, M. A. Kicenuqnux, A. fI. BoHgapeB ra inrui; 3a 3ar. peA. A-pa rexH.
HayK, rrpo$. IO. .fl. Bo6ana ra A-pa rexH. HayK, aol(. I.B. fop6aroro. Jlrsis :

BuAasHrrlrso Jlbsiecrxoi nolirexnixu, 201 9. 580 c.
5. Kpunroanaris. KpranrorpaQiuui rporoKonn. Hasqats:awi,t noci6urzx/ O.M.

fanax. VNropo4: VxropoAcrxufi uaqionan:.;.tvtiryninepcurer, 2021 . 93 c.

HaA nonrMI,I uenapnoi xapal(repl4cruKr4. Teopenaa Xacce. Elinrrzqui rcprani HaA
rIoJIflMI4 xapaKrepucrt4tt4 2. llpoexrusHi l(oopAr.rHarz. LUaHAT(a peAyxqir (NIST-
xprani). EniuraqHi xpuni, per(oMeHAosaui NIST. posnrip Kmoqa.

16. EUII Ha ocHoBi e,rinrr.rHr{x Kpr,rBux. oco6naeocri EI_{II
eninrr4qHr4x Kpr4Bxx. Br,r6ip napaMerpin. fenepyBaHHn xrrcqis ECDSA.

3. Tapuancrxufi tO.A. Texnonorii 3axr.rcry iu$opNrarlii
pecypc]: ni4pyuHrax. - K.: KIII irra. Iropl Circopcrxoro, 2018. -

ECDSA nepeA DSA. flpaxrnvHa peari:aqia.
17. KpunrorpaQivni rporoxoJrH. BmsHaqeHss KpHnrorpa$ivnoro

rlporoKony. flepenix BHMor Ao Kpr{nrorpaQivnoro nporoKony. Anaris arax Ha
Kpt4llTorpa$ivHi rlporol(onz. BnxopucraHHfl cnMerpilqHoro ra Hecr4Merpr4r{Horo
run QpyaaHHfl B Kp tlrrro rpa$ i unrax rporo Konax.

18. flpunna4n cyqacHux rcomntrorepHnx Kpr{rrrorpaQiuuux cr{creM.
Xapaxrepwcrvrtkt nporoKony SSL xon,rnauii Netscape Communication Corporation
Anfl 3axl4cry iuQopuaqifiuoro o6uiny B cepegoer.rui InrepHer. Iepapxir xrrouie,
6lox-cxeua po3cr4nKl4 rcruoqin a6oueHrav naepeNi, 6nor-cxeua sa6esueqeHHq
qu$poaoro ni4nzcy AaHHx n nrepeNi.

19. EleueHru creraHol-paSii. Koun'rorepHa creraHorpa$ir. MeroAn
BKnaAeHHx iu$oprt,rallii y Safirra MynbruMe4ia. MeroAr4 rrpr4xoByBaHH, iu$opvraqii
n:o6paNeHHflx. MeroAz rrpHXoByBaHH, iHsopvaqii n ayaio cr4rHarrax.

20. KeaHroaa Kplrrrot-paQin. floHqrrq KBaHroBoI rcpr.rnrorpaSii.
KsaHroszfi posnogin xrrc.{ie. Cnoco6rz ra upncrpoi reuepaqii ra nepe4aui
oAI4Hot{HHx SoroHis. @a:ose ra qacoBe r(oAyBaHHr. OcnosHi Hanpf,MKH po3Br.rrKy
ra npo6neurz KBaHroBoi xpnnrorpa$ii. flopinnrn ssuir anaris nporoxonin
KBaHroBoi xpuurorpa$ii.

Pexouerudo ooru a nimepamypa

l. rlicoscsxa [o. Ki6ep6esneKa. Pprskrxu ra 3axoAr4. - K.: Kou4op, 2019. -272
C.

2. Kacrnuyx M. locxonana Qopvra crrcreMu 3aJrnrxKoBr,rx rcracin: MeroAr4
no6yAoaz ra 3acrocyBatHfl (Mouorpa$it) I M.Kacxn.{yx. - Tepnouinr: TFIEY,
2019. - 224 c.



2.2 Eeznera KoMrtrcTepHHx Mepex

l. I4eurraQixaqir, ayrenruQimaqir i anropzsaqir n xoMn'rorepHhx Mepexax
2. T piaaa <xonQi4euui fi u i crr, Aocryn H icrs, qinics icrr>
3.Twnu i upnxna4h araK Ha KoMn'lorepui vrepexi. IlaczsHi i axrueHi araqLr
4. BiaMosa a o6cnyroryuar-rHi.

5. Aarr,rinicrparl4BHrafi pinenr. flonirraxa 6esnexu. 3aco6u 6esnexH
rpoueAypHoro pinur.

6. Texnonorii aereuraQircaqii.
7. <Daxroppl aBreHrzQixaqii nroAr4HH. AnreHrzsixaqix Ha ocHoBi naporin.

Aerenru$ixaqis Ha ocHoBi anapatrax aBreHruQir<arop.

8. AereHrra$ixaqir inQoprr,raqii. ErexrpoHuufi ni4nnc. Anrenrusixaqir na
ocHosi qu$ponrax ceprzQixarie.

9. Texnonorii yupanriuus AocryrroM i anropu:aqii. <DopMH rroAaHH.,r
o6neNesb Aocryry.

10. cucreuz ayreurnsixaqii i ynpaeniHH, AocryrroM onepaqifiuux
cucTeM.

t 1. AareHrraQixaqir s oc civreficrna Unix. rlporoxon SSH.
12. Texuolorii 6e:nexra Ha ocHoBi Sinrrpaqii i uoniropranry rpaQixy.

BuAra Qinrrparrii rpa$ixy.
13. oaepeolu. <DynxrlioHaJrbHe rpu3'aqeunx 6paHAMayepa. Tunu

Saepnonin.
14. flpoxci-cepBepr4. <Dynxqii upoxci-cepBepa.
15. Trnoni apxirexrypr Mepex, rrlo 3axnqarorbcf, Qaepnonorr,r.
16. MouiropraHr rpa$ir<y. Ananisaropr4 nporoxonin.
17. Cucreuu Btrf,BJreHHfl BToprHeHr,.

18. Apxirerrypa MepeNi s :axucroM nepr4Merpa i notinoM BHyrpiunix
:on. AyAur nolifi 6esuercu.

1,9. Araxu Ha rpaHcnoprHy iuspacrpyKrypy rvrepexi. TCp-araxu.
3aronleHnr S YN- naKeraM H. lli4po6 xa TC P- ce rrr,reHra.

20. Mepexena posni4xa. 3aa4anH.a i pi:noarz4ra MepexeBoi poeni4xa.
CxanynanHfl Mepexi. CrcanyraHHfl noprin.

P e xo"u e ru d o e aru a n imep a myp a
1. Jason callaway. COMPUTER NETWORKING: 2 BooKS IN I - All

You Need to Know to Become a Networking Engineer from Scratch (Wireless
Technologies, Network System, IP subnetting, Cybersecurity, and much more) -
(October 8,2021), 1 81 pages.

2. Scott Jernigan, Mike Meyers. CompTIA Network+ Certification All_in_
One Exam Guide, Eighth Edition (Exam Nl0-008) Sth Erdition - (March 2g,2022),
976 pages.



3. Russell Scott. Computer Networking: This Book Includes: Computer
Networking for Beginners and Beginners Guide (Al1 in One) - (December 28, 20lg),
359 pages.

4. Ramon Nastase. Computer Networking for Beginners: Your Guide for
Mastering Computer Networking, Cisco IOS and the OSI Model (Computer
Networking Series) Paperback - February I ,2OlB, 188 pages.

5. Larry L. Peterson, Bruce S. Davie. Computer Networks: A Systems
Approach (The Morgan Kaufmann Series in Networking) 6th L,dition- (March 29,
2021),848 pages.

2.3 Cucre M r,r rex H i.r u o ro 3ax H cry i u Qo pna a u ii
l. Bulu ra Hocii iHsopmauii, uo ui4.nnrarors 3axr.rcry. KnacrzQixaqir

Axepen iHQopMarlii. BvrI.u Hociis iHsopvrauii: JtoAH, AoKyMeHrr4, upo4yxqia,
nuuiproaanrui Aarqnxu, iHtelel{ryanbHi zaco6u o6po6xu iHsopvaqii, uepnerxra i
ni4xo4a er'rpo6nraqrBa, Marepiar,u i rexuorori.{He o6raAuannr. Cyruicrr :anracy i
sniN,ranHq iu$opN,rauii : Hociq.

2. He6esneqHi cI{rHaJIH Ta ix AxepeJra. lNepena cnrHaris. lNepera
$ynxqionaJlbHl,Ix cnruzutis: nepeAaBa.ri pa4io- i pa4iorexHi.ruux saco6ie i cucrev,
nasepHi cI4creMI4 3s't3xy, nunpoviurosaqi axycrr4r{Hux ct4rHaJrin ri4ponoxaropin i
saco6is niAsoAHoro 3n'x3rcy, yrr,ronui cr4rHzurr4. ilo6i.{Hi Ta uapasrzrHi
eneKTpoMarnirni nunpouiHroBaHH, Ta HaBeAeHHr.

3. TexHiqui po:niqrcu, ii MoxJlr,rBocri ra 3acrocyBaHHr. Po:ai4yniurbHa
4irnr,uicrr,. Texni.lFIa posni4r<a. OcHosni flp14HuHrH oprauisaqii it BeAeHH,
rexHi'IHoi po:ni4xla. Knaca$ixaqir iHoseNrHoi rexniqHoi po:ni4xra. Moxnasocri
nraAi s rexuiq uoi po:ni grcu. flpou.r4i r rexu i u Hr4M 3aco6avr posnilxra.

4. 3aco6u nigeocnocrepexeHHr ra noxexuoi curualiraqii, ix
xapal$epl{crlrKu. Cucrevu oxopouu repnropifi. ix x.rracr.rQixarlir ra
xapaKTepvcrwKvr. Cucreuu cnruani:aqii. Korra6iuosaHi cr4creMH oxopoHr4
repnropiil. Cucretru ei4xpuroro i npaxoaaHoro eigeocnocrepexeHHr. 3aco6ra
[o]r(exHoi c arHar i saqii, ix xapar(Tep vcrklKt.

5. Paaio- Ta eJlel<rporexui.rui KaHaJrrr Blrror(y iuQopnrauii. OisH.{Hi
ocHoBI4 pa4io- ra enexrporexuiquzx xanaris. Crpyxrypa ra xnacraQixaqir
pa4ioxananin B14roKy iH$opMauii. Pa4iovroniropunr. Kaualu nepexonneHHfl
(sHmrr) inQopMallii : rcaHaris :a'r:xy. Pa4ioener<rponni KaHaJrH Br4ror(y
iu$opvraqii.

6. Arcycruqni ra ni6poaKycrllqHi rcasalu Br{ToKy iuQopvrauii. OisH.{Hi
ocHoBH al(ycrnl(x ra ni6poaxycruKr4. AxycruuHi rcasalu BHroKy iuQopuaqii.
Cepe4onnule rrou]IpeHH, aKycrur{Hr,rx c[rHaris. Llhqxu Bt4roKy axycruuuoi
iuQoprraaqii. Oco6nueocri ni6poaxycrr4rrHr4x KaHaJie. Axycroerexrpuuui KaHaJrr4.

Onrnxo-enel(rpoHHafi xauar. llapauerpravni KaHaJrH. O6naAuauus rcinasaru Lrrfl
neperonopie.

7. EnercrpuvHi KaHaJIL BI{Tor(y iuQopnrauii. <Disuqni ocuoBu ereKTpr.rqHr4x
KaHaris BLIroKy iH$opMarlii. Kanar no6iqnux eneKrpoMaruriruzx eunpolriHroBaHb
OT3C. KaHan no6i'{t{hx enexrpoMaruirHux nunpovrin}oBaHb AT3C. Kanan



"rapa3l4rHoi" vo4ynrqii czrHzuris Bq reueparopin. Kauan "rapa3nrHoi" Btl
reHepaqii ni4cnlroeaqis. Kauar rro6i.rHrax enerflpoMaruiruux HaBeAeHb na niuii
eneKrpoxl4BJleHH, (:aseuleHHr) OT3C. Kaual no6iquux enerflpoMaruirsux
HaBeAeHb Ha I(oMyHiraUii AT3C. Kasan BtI Has'q3yBaHH, (Ans gHsrrx inQoprr,raqii,
rqo o6po6rrrerbcf, n OT3C).

8. Birya.ntHo-onrlrttHi ra naarepialbHo-rrpeAuerui KaHaJrr{ Br.rror(y.
(Disu'{Hi ocHoBI4 ollrr,rqHl4x xauaris BHTor(y iusopnaauii. TexuiqHi rcasalu BHToKy
ergonoi inQopvraqii. 3arpo:Ll Bnror(y eraAosoi inQoprtaaqii. Cnoco6u orpuvaHHfl
au4oeoi inQoprraaqii. Cnoco6z npr4xoBaHoro ei4eocnocrepexeHH, i sfioN,rxpr
MarepianE,Ho-peqosuHHi KaHiul14 BHror(y iHsopnaauii. Cnoco6ra rapaHroBaHoro
3Hr.rueHHr-ra go1yBaHH, iuSopuaqii e vrarnirHr4x nociis.

9. 3arc.naaHi npucrpoi. Kaua,ru Br4ror(y iuQoprraaqii Ha ocuoei 3aKnaAHhx
npracrpoin. Cyrnicrb ra xnacra$ircaqir :aco6ie HecaHxqiononaHoro repexonJleHHt
in$opnaaqii (:axna4uHx npr,rcrpoie). PaAiosaxraAui upracrpoi. PaaiosaxraAui
upr,rcrpoi 3 repeBunpoviuroBaHHrM. 3aranrni xapaKTepvcruKu ra oco6nasocri
AeflKI4x runis 3aKJIaAHI4x nplrcrpois. 3axJra4Hi npncrpoi rr4rry ((AoBre eyxo> a6o
3aKnaAKa <si ruryuuo ni4Hlroro rpy6rcorc)). Mepexeni saxraAui npzcrpoi. 3axoAn
3axucry iuSopvraqii ei.q BI4rot(y KaHarraMH Ha ocHoei 3aKJraAHHx npncrpoie.
MeroAH BltflBreHHq 3axnaAHLIX npracrpoie. flerraacxyrovi 03HaKH 3ar(JraAHHx

nprzcrpoie.
10. TexHiqni saco6u racuBHoro ra aKTuBHoro 3axucry naosHoi

iHQopnaaqii. Cnercrp MoBHoro cnrHaJ'ry. Cnexrpa uryrrain. 3aruyvrneHHr MoBHofo
cI4rHiIJIy. llepernopeHHfl cneKrpa MoBHoro cHr-Hilny (cxpev6nrcBaHHfl cranranie).
Ilacvnui saco6u 3axncry. OpraHisauifiui ra pexravrui 3axoAu. Arcrusui saco6u
3axl4cry. CrnopeHufl MacKytot{I4 ra ni6pauiilHxx nepeuxoa. Jlinifiue :auryMneHH,
niniI eneKTpox14BJreHHr.

11. 3acrocyBaHHq uo6i.nsHux trprrcrpoin A.rq repexonrreHHfl iusoprvrauii
ra saco6u ix saxucry. CxnaA Hao6inbHr4x upucrpoin. fligcnyxoayroui npucrpoi s

uo6intsuu 3s'q3xorvl. GSM ni4cnyxoayrovrzfi npracrpifi Ha ocHosi vro6ilrnoro
reneQoua. Merolz nporra4ii ni4cnyxoByrorrr4M npucrpoflNr s Nao6irbHr4M 3s'q3xoM.

12. flpugyrueHHq pa4iorcaua.nin Br{ToKy inQoprvrauii. CrpyKrypHa cxeMa
pa4iovrixpoQona (PM).Cxevorexui.rHa pea"ni:aqi, aHarrorosr.{x PM (100-108 Mfq,
433 Mfu) i qH$poeux PM (2.a ffu). flpnnqrarn BHxBJTeHH, Hanianponi4Hurconux
ereNaeHris. HeniHifini pa4ionoxaropr4. Meraromyxavi. KnacHSircaqir saco6is
BLITBJIeHH, runporraiuroBaHb 3ar(naAHux npucrpoin. Anaparypa pa4ioxonrponro.
lerexropra 3y. Anaparypa rpr4AyueHH, pa4ioxauanie. feHeparopu
3aropoAxyBanbHI4x i npaqinbHux repeur(oA. 3aco6a nopyrxeHHfl po6orrz
3aKnaAHr4x npncrpoin. PyftuyBaHHfl 3aKnaAHHx npr.rcrpoie..

13. 3aco6u sano6iraHHfl BI{ToKy iHQopvraqii vepes no6iqHi ra rrapa3urui
eJlelffpoMarnirni ennponrinloBaHHr ra HaBeAeHHfl. Mogeni pearyBaHHr Ha
iHur.rAeHrr.r.

Ilapasumi neperaopeHHr. Ilapa:urui se'r:rcy. Iauurorn BrroKy inQopMarlii.
O6naeNeuus MiL[I4x aunniryA. oAHocrpsMoBaHa nepeAaqa curHaris. 3aco6r,t
eKpaHyBaHHfl eJleKrporraaruiTHr4x noris. Mo4eni pearyBaHHfl Ha inunAenru ra ix
o6po6r<a.
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2.4 CucreMu ra rexHoJrorii rci6ep6e3reKrr

1. L{enrp rraoniropraHry ra ynpanninHx 6esnexoro (Soc).
2. Eleueuru ueHrpy r,toHiropuHry ra ynpanniHHs 6eenexoro. SOC
3. IIrcAH e SOC. Ilporre. a SOC. Texuolorii s SOC
4. KopnoparnswwitsOC i nocryru : ynpaeninHr iHQopivraqifiuoro

6esnexorc.
5. 3axacr iananis xiHqeeux npucrpoln. 3arposkr Ar,fl xiHrleaux

upucrpois. Ee:nera xinqeszx npvcrpois.
6. 3axucr ei4 ruxi4nuBoro II3 na pinHi xocra.
7. 3axucr ei4 ruxignr4Boro II3 ua pieni l,repeNi.
8. MiNrr,repeNeni expaHn Hapinni xocru. BrrrreHHfl BToprHeHb Ha

ocHoei xocra. (DyuxqionyBaHH, HIDS.
9. llonepxni npa:lrzni 4o arax. @oprvryaaHH-rr r{opHoro i 6inoro cuzcxis

AoAarxis
10. BaseJreHH, aHoMaJIifi uepexi. tlepenipKa Mepexi ua ypa:nraeocri.
11. 3arzutrua cncreMa oqiuxrz Bpa3nxBocrefi (Common Vulnerability

Scoring System, CVSS).
12. Basa Bpa3nuBocrefi CVE.
13. CraH4apr 6esuerr ilaqux iHaycrpii nlarixuux Kapr (pCI DSS).
14. cacreuu yupanninus 6esnexoro. yupasriHr-rq prrrnurr.
15. Kourpolr Bpa3nr.rBocrefr. VnpaeniHH, pecypcaMx.
I 6. Kopnopau.rBHe ynpaaninHfl Br4rrpaBJreHHflMt4.

17. Mero4n ynpanniHHfl Br4npaBJreHHrMa.
18. Moniropnur 6e:nercz. Syslog i NTp, DNS

ll



19. Texnolorii ueperaopeHHfl MepexeBr4x alpec (NAT) i nepernopeHH,
aApec noprie (PAT)

20. llfta$pyn aHHL inxancynxqix i rynenrrloBaHHf,.
21. O4uopanroei uepeNi ra Tor.
22, IHcrpyrvreur uouiropr4Hry KoMaHnHoro pf,AKa tcpdump, NetFlow.
23- MoniropraHr i rcoHrpors po6oru .{oAarxie. 

- 
XypHanz Sinrrpaqiinvricry.

24. IDS ra [PS Hosoro rroKoJriHHq.
25. flNepena ilaH.,x upo 6e:nexy. floene repexonJreHHr uaxerin.

xypHa"na xocra. cucreuuufi NypHan. xypnanra cepnepin.
26. Auanis AaHI4x BroprHeHr. Security onion.-Incrpyve HrLt BkrflBrreHH,

4nr s6opy laHr4x nonepeAxeHb.
27. flerepviHoearlzfi anaris i iuroripuicrrafi anaria. CxopoueuH, AaHux.

Hopuanisaqis Aanrax.
28. Po6ora a Sguil. O6po6xa noaifi n Sguil.
29. flpoqec rlzsponoi rexniqnoi excnep rv3t4. Tunu4orca:ir. Iloprgox

s6opy 4oxasin.
30. O6nix :6epiranHfl peqoBllx Aor<asis. I-{iniuricrr i s6epeNeHH.rr AaHHx.Arpulyrw araK.
31. PearyeaHHr Ha iuqu4enra i ix o6po6ra.
32. Posni4yaaJrbHa araKa. craopennx s6poi. flocranxa :6poi.
33. 3acrocyeaHHflexcrroffrie.
34. PoNr6oaLrAHa MoAenr i ranqror xi6eps6uscrsa.
35. Koun'rctepui rpynz pearyBaHH, Ha Ha1ssuqairLri curyaqii (CERT)
36. xzrreeufi qrarn pearyBaHHfl Ha iHrlraAes,a NIST.
37 . Eranz BaflBJreHH fl ra a*aJtisy iuqra4eHrie.
38. CrprauynalHfl, ycyHeHHfl ra siAHoeJreHHfl.
39. flii nicna isquAeHry. 36ip i :6epirauHr AaHrx npo inqn4enr
40. BuuorH Ao ssirlrocri ra o6uin inQopnaaqiero.
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